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THE Wl$ITE HOUSE 

WASHINGTON 

32 H”; 1; F 2 I .. 

May 22, 1998 

MEMORANDUM FOR THE VICE PRESiDENTr:j 
THE SECRETARY PF SFTE 
THE SECRETARY cq TREASURY 
THE SECRETARY OF DEFENSE 
THE ATTORNEY GENERAL 
THE SECRETARY OF COMMERCE 
THE SECRETARY OF HEALTH AND HUM?X SERVICES 
THE SE'CRETARY OF TRANSPORTATION 
THE SECRETARY OF ENERGY 
THE SECRETARY OF VETERANS AFFAIRS 
ADMINISTRATOR, ENVIRONMENTAL PROTECTION AGENCY 
THE DIRECTOR, O+CE OF MANAGEMENT AND BUDGET 
THE DIRECTOR OF:CEcTRAL INTELLIGENCE 
THE DIRECTOR,- FEDEF EMERGENCY MANAGEMENT AGENC‘I' 
THE ASSISTANT TO THE PRESIDENT FCR 

NATICNAL SECURITY.AFFAIRS 
THE ASSISTANT TO TI$E PRESIDENT FCR 

SCONOI-!;C POLiCY 6 .-.-' 
THE ASSISTANT TO THE'-FRESIDENT 'CR 

SCIENCE AND-TECHNZLOGY 
THE CHAIRMAN, JOINT:=CHIEFS OF STAFF 
THE DIRECTOR, FEDERAL BUREAU OF ;NVESTIG.iTION 
THE DIRECTOR, kkTIdNAL SECURITY AGENCY 

SUBJECT: Critical Infrastructure Protection 

I. A Growing Potential Vulnerability 

The United States possesses both ,Zhe world's strongest nxl:tar:l' 
and its largest natlcnai economy!' Those two aspecrs cf olzr 
power are mutually re:cforc:n-g*an& dependent. The;; are also 
increasingly reliant upor. ceftainkritical InfrastructJJres and 
upcn cyber-'based lnforzxti& s.;st&ns. /-- 

/=' / 1 Critical infrastructurgs are ghcse physical and cyber-based 
systems essential to the &ir.;tium gperations of the econop;l az,d 
gcverrmeht. They include, but ar&not limited to, 
telecommunications, energy,.-banki?g 2nd finance, tracspcrtat:on, 
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water sys;ems and emergency services, both governmental and 
private. Many of the nation's critical Infrastructures have 
klstorl-- ,dlly; been physically ar.d loglcall;, separate systerrs that 
‘r.ad i:t:le interdeFen3ence. &i a resclc s? ad-.Tances In 
:I-ifzr.7zrlcn tec;?r.clogy and -,he necesslt‘,; cf lrrpro'.~eC eff;zler:c;, 
hC:;.CY:e:, Zhese :r.frastructure:j :baT;e becrrre Increas;ngly 
a,comated and lnterlinked. These same ad-.:ances have created ne>; 
~~'Ll~er~Slllties to equipment failures, human error, F;eather and 
other natural causes,'tandiphyslcaEY&nd cyber attacks. 
Addressing these vulnerabilities t. AAl necessarily require 
flexible, evolutionary approa&y&at span both the public and 
private sectors, and protect both domestic and international 
security. 

Because of our military strength, future enemies, whether 
naricns, groups or indivlduais, may seek to harm us in non- 
traditional ways including attacks within the United States. 
Eecause our economy is increasingly relrant upon interdependent 
and cyber-supported rnfrastructures, non-traditicnal attacks on 
our infrastructure and Informat&: systems may be capable cf 
significantly harming both power and cur eccnomy. 

II. ?residect's Intent ,=.' 

It has long been the pollcy'of the!,Unitec States to assure the 
cont:n,uizy and vlab:lity,.of criticaL.-infrastructures. I in--end 
that the United 
swiftly eliminate any'esgnifimant to both physical 
and cyber attacks on our critical 
especially our cyber 

III. A Sational Goal 

NO later than the year 2000, the United States shall have 
achieved an initial operating capablllty and no later than five 
years from today the United States shall have achieved and shall 
maintain the ablllty to protect out nation's crlticai 
infrastructnres from intentional,dcts that would slgnificantl> 
dlm;nLsh the abllltles of: ,,/ - t 

i 
. the Federa 1 Government t/perfoEm essential natlo-al se.z:Lrlt;: 

m:ss :.z-:s an,3 ;o enscre-'the,gene;a1 Fu‘rllc health and 5 a f e t ;,: ; 
d 

P 
state and / -;. 1: 

. local governments“to Talntalr. order an,d tc deliver , 
ci~.:l?~uz- essent:al'*public servic@s;. \. 

‘, _. - _ L. _ _ . . c 
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. the private sector to ensure'the orderly functionrng of the 

economy and the delivery of essential telecommunications, 
enei-g;v', financial and transportation serx:1ces. 

IV. 
\, --. -- . .-- 

A Public-Private.?artnership?g*Reduce Vulnerability 

$ 
.;,...& . . 

Since the targets of attacks ‘i?%% critical infrastructure 
would l;kely include both facilities in the economy and those in 
the government, the elimination of our potential vulnerability 
requires a closely coordinated effort of both the government and 
the private sector. To succeed, this partnershrp must be 
genuine, mutual and cooperative. In seeking to meet our 
naricnal goal to eliminate the vulnerabilitles cf our critical 
lnfras:ructure, therefore, we should, to the extent feasible, 
seek to avoid outcomes that increase government regulaticn or 
expand unfunded government mandat<s to the private sector. 

.A :' 
Ii 
2. 

For each of the malor sectogs of ur economy that are vulnerable 
tc infrastructure attack,. the Fed&al Government Will ay;g'lr.t 
frcm a designated Lead Agency a senior officer of thar agency as 
the Sector Liaison Official to work with the pr;vate sectcr. 
Ser-r - &.-v_ L:alson Officials, aft'er discussions and cCOrdlria:lOn 
with private sector entitles of their. infrastructure sector, 
*will identify a priva?%zec@? comfgrpart (Sector Coordinatcr; 
tc represent their sector. 

$ 
E - -,,". 

A. rirr-' 
Togeiher these two individuals and the departments and 
corporations they represent shall contribute to a sectoral 
National Infrastructure Assurance Plan by: 

. assessing the vulnerabilities of the sector to cyber or 
physical attacks; 

--f 
l r ecor,mending a plan to eiimknate sign:f:cant vulnerab:l:t:e~; 

('/' .", 
. proposlng a system for idLent:f ing ar.d prevent:ng attempte,d 

artac%s; , f 
n-&O j ccr 

l de::elocing a 
attacl-: 
appropriate, 
c?i~a'klllties 1.T. 

F'.-. :; 3 r c T ,- - -2 T _ - c " _ _ - _-_..A 'L-d ,-,rq L 'r' 
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During the preparation of the sectoral plans, the National 
Coordinarcr isee sectlcn ':'I), in conlunction x1:h t;?e Lead 
Ar;ency Sector Lia:son L'friclals and a representatrve from the 
FJat1onal cc~rcrr.lc CC.J,Cll, shall ensure :he:r z:.erzll 
C30rdlnat:cr. 31-3 t.'1~ inte4gratioii of the -iar:,::z se:t.oral plans, 
w:th a partlcclar focus on interdependencles. 

'. 
v. Guidelines t. __.--. r ,a. 

k., _ 
i; lLll ::--- f" 

In addressing this potential uulne&abillty and the means of 
elimrnating it, I want those involved to be mindful of the 
followrng general principles and concerns. 

l We shall consult with, and seek input from, the #Congress on 
approaches and programs to meet the ob]ect:,:es set forth :n 
this directive. 

/f 
0 The protection of our critical:infrastructures is necessarliy 

a shared responslbrlity and-partnership between owners, 
operators and the government. prthermore, rhe Federal 
Government shall encourage rnte?znatlonal cccperation tc he!.? 
manage Ehls incr easlngly globali+problen. 

; I,-‘ 
. Frequent assessments sh:ll be made -of our crltical 

infrastructures' exisfing reliahsl'ty, vulnerability and 
threat environment because,.-as kc kn ology and the nature of 
the threats to our &iticall;infraskructures wail continue to 
change rapidly, so must ourL.protective measures and responses _ . 
be robustly adaptive. 

l The incentives that the market provides are the first choice 
for addressing the problem of critical infrastructure 
protection; regulation will be used only in the face of a 
material failure of the market to protect the health, safety 
or well-being of the American people. In such cases, agencies 
shall identify and assess ava&ble alternatives t-3 direct 
reg.Jlation, Including prcvrd&g, economic incentives to 
encourage the desired be!-+&or,e %r providing lnformaticc uaor: 
idhrch cioices car. be made.Sy thp pril:ate seft:r. These 
lncent:ves, aion,g w:th 'otser ac' ions, 

E 

shail be 5es1cned t3 

help harness the latest >e&hnol gies, bring abo>Jt globai 
sclctions to intern~tronal /problems, and enable ?rlvate sector 
owriers and operators Lo achieVek&d malntalr. t-h? 3aximUT ., -__ 
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l The fill1 authorities, capabiiities and resources cf the 
go-Zernment, including law enforcement, regulation, foreign 
lx:elllgerce an.d defense FreFaredness sb,all be a:-ailable, as 
aocroFriate _ . , to ens'ure that Crltlcal i7.fr~STrlJCZLlf Fr3tnZtlCr 
1s azbLleT:eti and malntalned. i 

. Care must be taken to“respect privac; r:g.';cs. " C-nsumers and 
operators must haveconflcience ,& hat information will be 
handled accurately, confidentially and reliably. 

gg.g& 

l The Federal Government shall, through its research, 
development and procurement, encourage the introduction of 
increasingly capable methods of infrastruct.ure protection. 

. The Federal Government shall serve as a mode: to the private 
sector on ho-w infrastructure assurance 1s best achieve-j and 
shall, to the extent feaslble,pistribute tl:e results of its 
endeaTV70rs. .- c 

F, I .;A --c 
k 
t 

l We must focus on preventa&Ge measures as well as threat and 
crisis management. To.that en&' private sector owners and 
operators should be encouraged &I prov;de maximum feasible 
socur ty for the icfgastructure's the 1J csztr.2~ and fO FrCvGide 

the gcvernnent necessary infor&tion to assist the? in that 
task. In order to encage the p&aate sector fully, It is 
preferred that par-$.&c:pat&oJp by o&ers and operators in a 
national infrastructure-protjec .rrjn p >system 

J&f&$-g 
be voluntary. 

l Close cooperation and coordination with state and local 
governments and first responders is essential for a robust and 
flexible infrastructure protection program. All critical 
infrastructure protection plans and action shall take into 
consideration the needs, activities and responsibilities of 
state and local governments and first responders. 

VI . Structure and Oraanization ' F 

Tlhe 
/A' k. 

Federal Govern;r,ent will be.or anized for the purposes of 
this endeavor around four a&pone ts k [elaborated :r. Annex A). 

.f' ,. t- 
1. Lea- .L-ger.zies for SeYctor'LiaiSon: Fcr eat: infrastruct'ure 

sector that could&e 
phl's:cal attacks: 

;r-'targetl,for s:gc:f;cant cyber or 
t:here , sji21 e a si>,qle 3.5. Government 

decartnent t? whlc'h wiil'serve ai tl_he lead 
Each Lead Agency) 

agency for liaison. 
Will -cieslgna~~~-'one indi-::dua; of Assistant x;r .-. 2' 
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Secretary rank or hrgher to be the Sector Lralson Offlclal 
for that area and to cooperate with the private seztzr 
represen:atrves (Sector Coordinators: 13 addressing prcbiens 
reiatt.d to ZritlCEl infrastructure ?rcte:Zion and, 1 n 
?artlc,zlar, 17, recomTe:;,dlng c,omponents 35 fne Yat:o-.5l 
IT.fraStr'JzZure .4ssilr;TCe ?liK. --,ock..,- *Lb _ I.rreL, te Lea.;J Ayl_:>cy 

2 ii d t k-1 e prlvare .52.1r-or counterparts w:il ds~:eloF arid 
lnpiement a Vulnerablllty Awareness and Education Program 
for their sector.'L:--..-' 

6. Ji; -_ 
2. Lead Agencies for Speclalkun&lons: There are, in 

addltlon, certain functions related to crltlcal 
infrastructure protection that must be chiefly performed by 
the Federal Government (national defense, foreign affairs, 
lntelllgence, law enforcement). For each of those special 
functions, there shall be a Lead Agency which will be 
responsible for coordlnaring all of tlhe actlvltles of rhe 
Ur.:ted States Government in that area. Each lead agency 
will appoint a senior office r-bf AssIstant Secretary ran!< or 

3. 

hrgher to serve as the Functional Coordlnatcr for that 
function for the Federal Government. 

/s' k 
Interagency Coordlnatlon: . The Sector Liaison Cfflclals and 
Functional Coordinators of the Lead Agencies, as well as 
representatives from other relevant departments ar.,d 
agencies, including khe &atlona&Ec~onomlc Counc:l, .wlll meet 
to coordinate the rmplementatlon#f this dlrectlve under the 
auspices of a CriticaJ.-Infrasqture Coordination Group 
(CICG), chaired by%he'Nation& Coordinator for Security, 
Infrastructure Protect:on;and-Counter-Terrorism. The 
Naticnal Coordinator ~111 be appointed by me and report to 
me through the Assistant to the President for Natlonai 
Security Affairs, who shall assure appropriate coordlnatlon 
with the Assistant to the President for Economic Affairs. 
Agency representatives to the CICG should be at a senior 
policy level (Assistant Secretary or higher). Where 
appropriate, the CICG will be ksslsted by extant policy 
str.Jctures, s'uch as the Security Policy Eoard, Security 
?cl:cy ForiLl and the National:Secur:ty and 
Telecommunications and Information System Security 
Comm:t-tee. Comm:t-tee. /' /' t t 

.-' .-' ; ; ?* ?* ., ., t. t. 
‘2. ‘2. National InfrastrucCLre i?ss:.:rdnce National InfrastrucCLre i?ss:.:rdnce Ccuncli: Ccuncli: or. the or. the 

rezxnmenciation ofAhe,Le3d Agencies, the Xat:ona; Econzml~ recommendation of-&he Lead Agencies, the Xat:ona; Econzm:z 
Council and the Na:ionai Cocr inator, I d. 'b41Ar 7‘ appoint a panel 
of ;ra]or :nfrastrucfure provide-rs and state and local 

I  I  

Council and the Na:ionai Cocr lnator, I d. 'b41Ar ?‘ appoint a panel 
of ;ra]or :nfrastrucfure provide-rs and state and local 
go:rernmer;: officials to-serve,as my National Infrasrrucrure -. - b 

t 
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Assurance Council. I w:ll,kppoint the Chairman. The 
National Coordinator will- serve as the Council's Executive 
Director. The Natronal Infrastr.Jcrure Ass,urance z3unZll 
+:ili meet per:od:rally to enhance the partcershlp of the 
FUbllC .a.y:j >r:vate seftors ic;prctect:ng 2zr cr:tlcal 
infra str'uct;r.es and will prcvide reports to me as 
apprcgriate. Sensor Federal GovernT,er.t zff~clals w:ll 
participate in the meetings of the Natlcnal Infrastructure 
Assurance Council'~aS.ap~rYpri&&~, .: 1 

VII. Protecting Federal Gove lciib 
f'. 

+ enI Critical Infrastructures 

Every department and agency of the Federal Government shall be 
responsible for orotectlng its own critical infrastructure, 
especzally its cyber-based systems. Every department and agency 
Chief Information Officer (CIO) shall be responsible for 
informat:on ass:urance. Every department and agency shall 
appclr,t a Chief Infrastructure Assurance Officer (CIA3j who 
shall be responsible for the protection of all of the other 
aspects cf that department's c+i%i.Tal infrastructure. The CIO 
may be double-hatted as the -PA0 %$ the discretion of the 
individual department. These off+rzials shall establish 
procedures for obtaining expedient and va1i-J authorirles to 
allow vcinerability assessments tQ'ba performed on g0~2rrn29t 

computer and physical 'systems.- T$e Department of Justice shall 
establish legal gcidelln:! for projlding for su,ch auzhorlties. . __ _A..__ 

No later than 180 days-from- f this directive, every 
department and agency?hall& plan for protecting its 
own critical infrastructure, but not limited to its 
cyber-based systems. The National Coordinator shall be 
responsible for coordinating analyses required by the 
departments and agencies of inter-governmental dependencies and 
the mitigation of those dependencies. The Critical 
Infrastructure Coordination Group (CTCG) shall sponsor an expert 
review process for those plans. No later than two years from 
today, those plans shall have bee?,implemented and shall be 
updated every two years. In mee,%q this schedule, :he Federal 
Goverrment shall present a model to the pr:vare sector on hew 
best to protect critical :ny&trh{ture. 



F3F OFFIZIAL USE 3N',Y 

1. 'v'ulnerab:l:ty Anal ses: For each sectcr cf the economy and 
each sector of the government %hat might be a target of 
infrastructure attack inte'nded'to significantly damage the 
United States, there shall&%&& initial vulnerability 
assessment, followed by periodic updates. As appropriate, 
these assessments shall also include the determination of the 
mlnimLlm essential infrastructure in each sector. 

Remedial Plan: Eased upon the vulnerabll:ty assessment, 
there shall be a recommended remedial plan. The plan shall 
identify tlmelines for implementation, respons:b:liries and 
funding. r' 

g 
Warnina: A national cente: to'warn of significant 
1nfrastruc:ure attacks will be'establisheo :mmed:ately [see 
0: n e x A ) . As scan thereafter as Foss:bie, we w111 p"t in 
piace an enhanced system for detec:ir.; and ar,aly::r.q such 
attacks, wrth maximum possible partlzrpar:on of :he private 
SPCZOT. t - L- i r 
Response: We shalldev_e+op a fystem for responding to a 
significant infrastructure attack while it is underway, with 
the goal of isolating and$ninimizing damage. 

Rerc nstitution: For varying levels of successful 
infrastructure attacks, we shall have a system to 
reconstitute minimum required capabilities rapidly. 

Education and Awareness: There shall be Vulnerability 
Awareness and Education Programs within both the goverrxent 
anti the private sector tc sensi:ize people regarzlng the 
lrportance of SecUriZy and-t& -.tra:r. '&=r _._b_.L Ii-l SeC'Lzr~t~ 
~-andarCs, UL particularly ;eaar$ing cyber systems. 

_.r r- 
p?searc)-, and Development: ,.Federall!..-~~~:.c3re" research and 
deT:eloprrent in support 2' infnastr-ct_re protection shall be 
coordinated, be subject ta.mult:-year planning, take into 
acc3ilr.t private s'ectoi reGearoh, -and oe acequately funded to 
minimrze .our vulnerablilties d: a rap:d but achle:lable 
tlirezab-le. '. _ . . _. -. ". m 

: 
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9. 

10. 

The 

.r’ 
I’ ;. 

Intelligence: The Intelligence Community shall de'Jelop and 
13plemenr a plan for enhancing coilectlon znd aralysls of the 
fsrelgn threat ~-3 3ur national lnfrastrucrdre, t 73 1 n c 1 ?: 3 3 5'2 r 
--c L.., _ 5e l:mlterj -3 the forelqn cyber::cfzr:zr:sn warfa:e 
t '- .rea,. 

International Cooper>tion: 
.._ -_ 

Ther? shall be a plan to expand 
cooperation on crit-ical infra trvcture protection with like- 
minded and friendly nations, 

'i . . . 
internaKiona1 organizations and 

.kfd,, multinational corporations.;-q 

Legislative and Budgetary Requirements: "here shall be an 
evaluation of the executive branch' s legislative authorities 
and budgetary priorities regarding critical infrastructure, 
and amel:crative recommendations shall be made to me as 
necessary. The evaluations and reccmmendat:ons, :f any, 
shall be coordinated with the +Direcror of 3ME. 

CICG shall also review and 
Annex B. .+ 

,f- 
: 

/’ E 
IX. 1rplementat:oc ! 

~' ! -' 
In addition to the lP&day,%eport; the Nari,onal b Cccrdinarcr, 

provIce 2.r. 
this directive tc me and 

the Assistant to 
The report shouia 

k..--.---- a status report on 
achieving the milestones identified for the National Pian and 
additional policy, legislative and budgetary recommendations. 
The evaluations and recommendations, if any, shall be 
coordinated with the Director of OMB. In addition, following 
the establishment of an initial operating capability in the year 
2000, the National Coordinator shall conduct a zero-based 
review. 



Commerce Inkotiatioi; an&communlcat1ons 

Treasury Banklng an&%?!!nce 

EPA Water supply 

Transgortatlon Avratlon 
iirghways (1ncludrr.g truc!<ing and lrtelllgent 

rranspcrtatlon systems) 
Mass transit c 
Plpellnes 
Rarl */; 
Waterborne 'commerce 

f 
% Emergent;, law enforcement ser:'ices 

,- 1,. 
Emergency fire,servlce 
Contlnulty of governmenr Ser:'ices . . I& 

HHS Publl-cVheaVth +,Eces, including prevention, 
f 

Ii% 
>M..^_k 

surveillante, .aboratory services and 
personal heaX&.services 

Energy Electric power 
011 and gas production and storage 

Lead Agencies for Special Functions: 

Justice/FBI 

,-7- i I .z 

Law enforcemen$;and internal security 
/ - 

Forergn Intelligence 

State Fore-ar ,&6air!? _ 1 
L' L- ,- k 

Defense NaF/&ial~+fense 
c" /i ! 

In addltlon, SSTP shall$e responk.ible fcr ccord:nat;ng research 
and development agendas and programs for tke government through 
the Natlcnal Science -and-Technology Ccuncll Furthermore, while L- i: 
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Commerce 1s the lead agency for'fnfcrmation and com0unicaticn, 
the Department of Defense will retain its Executive Agent 
respcnslbllltles fcr the National Co37unrcat:cns S:istem and 
SUFFcrZ 3f :he ?residezt's Na.tlcnzl Sec'ur::; TeleczX?.unlzarlccs 
z-.7, c- .-----r1 _- --"aTlftee. ,, 

i 

~~Jztl-~;ai ,Coordlnator: The Eiaticnai Coord:narzr for Secur:ty, 
Infrastructure Protection and Counter-Terrorism shall be 
responsible for coord~n&&,~he $plementation of this 
directive. The National Coordinatir will report to me through 
the Assistant to the Presiden&%??%at~onal Security Affairs. 
The National Coordinator will also participate as a full member 
of Deputies or Principals Committee meetings when they meet to 
consider infrastructure issues. Although the h'atlonal 
Coordinator will not direct Departments and Agencies, he or she 
w 1 1 1 ensure interagency coordinaticn foi pOliC:l development and 
:rplenenZar:on, and will review crisis acr:v:tles ccncerning 
1nf iZStrUC:ure events with significant fcrergn involvement. The 
Nat:cr.al Csordinator will provideigdvice, rn the context of the 
established annual budget proc~~.s,s,~&regard:ng agency budgets for 
Critical infrastructure prot%ction:.' 

F 

The Rational Coordinator 
will chair the Critical Infras-true ure Cocrdinat:oc Group 
(CICC;), ret-rtinc -_ - tc the peputles ,orr.mittee ior, at the call of 
iY5 Chair, the Principa;< Coramitte&l. The Sector iiaison 
'~fficla' 9 2nd Ad Special Function Cookdrnatcrs shall attend the 
CIGC' 5 neerings. Departments.and kgencies shall each aFF3lI-i: to 
the CIGC a senior officia-(A6'sist%%.Secretary level or higher; 
who will r egularly attend,-+tsr?neetzn$. T..ci&.r;< L_ 
Advisor shall appoint a Senior*Dir!&6r 

The National Security 
for Infrastructure 

?rorect:on on the NSC staff. &. ..%I&-- - A, 

A National Plan Coordination (NPC) staff will be contributed on 
a non-reimbursable basis by the departments and agencies, 
consistent with law. The NPC staff will integrate the various 
sector plans into a National Infrastructure Assurance Plan and 
coordinate analyses of the U.S. Government's own dependencies on 
crltlcal infrastructures. The NPC/staff w:ll also help 
coord.--te -..cz a national education and awareness program, and 
legislative and public affairs.r< 
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terminate at the end of FVOl, unless extended by Presldentlai , 
directive. 

Warning and Information Centers : 

.i.s part of a nat:<or,31 warnw; a!-ld infcrnatlcc shar:n< syste-, I 
1KT~3ZiitiZEi)r actj;-r--e I - :l-,e FBI to expand Its current orqaclzat:or. 
t3 a full scale National Infrastructure ?rotect:on Center 
(NIPC). This organization shall serve as a nat;onal critical 
infrastructure threat assessment,,&varning, vulnerability, and 
law enforcement investigation&$ndiesponse entity. During the 
initial period of six to twelve months, I also direct the 
National Coordinator and the Sector Liaison Officials, working 
together with the Sector Coordinators, the Special Function 
Ccordlnators and representatives from the National Economic 
Counc:l, as appropriate, to consult with Owners and operators of 
the critical infrastructures to encourage the creation of a 
;riT?ate sector shar:ng and analysis center, as described below. 

National Infrastructure Protect& Center (NIPC; : The NIFC will 
include FBI, USSS, and other Jnvestigators experienced in 
computer crimes and infrastructure protection, as well as 
representatives detailed from,.theFDepartment of Defense, the 
icceillgence Community and Lead Agencies. It will be lin'<ed 
electronically to the rest of the Federal Gcvernment, includ:ng 
orher warning and operations cent$rs, as well a-= Z-:Y Fr:VZte 
sectcr sharing and analysis centers. Its mission will incluce 
providing timely warnings of mter&&nal threats, comprehensive -... 
analyses and law enforcement-fcvestigation and response. I .-f 

6,&. L-; 
All executive departments and agencies shall cooperate with the 
KIPC and provide such assistance, information and advice that 
the NIPC may request, to the extent permitted by law. Ali 
executive departments shall also share with the NIPC information 
about threats and warning of attacks and about actual attacks on 
critIca government and private sector infrastructures, to the 
extent permitted by law. The NIPT,wwlll include elements 
responsible for warning, analysis, computer In-:est:caticr., 
cocrdinat:ng emergency respcriqe, training, outreach and 
development and application of technical tccls. in additlcn, it 
iii11 establish Its own rela&ons birectly w:th others in the 
~rlvate sector and wrth any Informatlcn sharln,; and ?inaly!S1S 

ezt1t; -7 that the pr:vate'sec;dr map create, such as the 
Information Sharing afid Andiysis Center descr:bed below. 

s- / F f .. 
T?P NIFN- .- --I in conlunct;on w:th the‘inforxation or:g:nating 
agency, wiil san:t:ze .-law enforcepent and rntell;gence 

* 



13 

rnformation for inclusion into analyses and reports that it ~111 
provide, in appropriate form, -fo rhlevanr federal, state and 
local agencies; the relel=ant owners and operarcrs of critical 
lnfrastr.J-+..-a -L.J--s; and to any private sector lnforma:lon sharing 
and analysis entlt;?. Before dissemrnatlng nz.rlonal secur:ty or 
other :nfarT,at:on that originated -fr.om the :n:elligence 
comr.;n:ty, the NIPC wlll;coordinate fully wlzh :he intelligence 
community through existing procedures. Whether as sanitized or 
unsanitized reports, @e-‘_NIP-~,;~il$%~>ue attack warnings or 
alerts to increases in threat 

li 
ondition to any private sector 

information sharing and analy ~%Z&:ltity and to the owners and 
operators. These warnings may also include guidance regarding 
additional protection measures to be taken by owners and 
operators. Except in extreme emergencies, the NIPC shall 
coordinate with the National Coordinator before issuing public 
warnings ,of imminent attacks by international terrorists, 
foreign states or other malevolent foreign powers. 

The NIX will provide a national &Cal point for gathering 
information on threats to the inFrastructures. Additionally, 
the NIPC ~111 provide the pripdipa means cf facllltating and 
coordinating the Federal Gov&une$?s response to an incident, 
mitigating attacks, investigating r+-eats and monitoring 
reconstltutlon efforts..$Depending-on the nature and level of a 
foreign threat/attack, protocols established between special 
funct:on agencies (DOJ/DOD/CIA), and the ulrima:e decision cf 
the President, the NIPC iay be pla%e$:in a direct support role 
to either DOD or the 

The National 
Coordinator, working with Sector Coordinators, Sector Liaison 
Officials and the National Economic Council, shall consult with 
owners and operators of the critical infrastructures to strongly 
encourage the creation of a private sector information sharing 
and analysis center. The actual design and functions of the 
center and its relation to the NIPC will be determined by the 
private sector, in consultation with and with assistance from 
the Federa 1 Government. Within La% days of this directive, the 
Na:lcnal Cocrdinatcr, with the $sisrance of 

-'Cshdll 
the CICG including 

the National Economic CounciQ identify posslbie methods 
of providing federal assistance to" .fac:lltate the startup of an 
I SAC . 

,,/ c/‘ I< 

Such a center could se&e pt$-‘Fhe . . 
analyzing, 7 apprcoriate:y-san 1 tizl~~chanls~' f. 

. r gathering, 
and disseminating private 

sector information to bo(;h-industfy-and the KIPc. The center 
could also gather, ahalyze,and disseiinate Infzrmatlon from the 

x. _. _ ._ - , 
i. k:. - 

tL, x: 
FOP ,rJC'IC :*r,L '553 :IFJLY 
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NI FZ for further distribution to" the private sector. While 
crucial to a successful government-industry partnershrp, this 
mechanlsn for sharing 1mportar.t Information about 
vulnerab:lrt:es, threats, intrusions and anom.al:es 1s nof to 
1 n t e r f e r e w 1 t h d 1 r e c z :nformatl,En exc.hanges ber;;eer. coapanles 
2nd the goverrment . 

.r?s ultimately designed by private sector representatives, the 
ISAC may emulate particular'aspectsof such institutions as the ._.-_ 
Centers for Disease Control and P&vention that have proved 
highly effective, particularl$&TfZ%axtensive interchanges with 
the private and non-federal sectors. Under such a model, the 
ISAC would possess a large degree of technical focus and 
experrise and non-regulatory and non-law enforcement missions. 
It would estabiish baseline statistics and parterns on the 
various infrastructures, become a clearinghouse for Informazlon 
wIthin and among the various sectors, and provide a library for 
h:storical data to be used be the private sector and, as deemed 
appropriate by the ISAC, by the government. Critical to the 
success of such an institution would be its timeliness, 
accessibil:ty, coordination, flexl;bility, utility and 
acceprabillty. /=- 

J f 
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Annex B: At&t&al Tasklngs 

0 

. 

. 

. 

. 

. 

Liability issues a 
companies in the lnformati 

cipation by private sector 
ing process. 

Existing legal impediments to information sharing, with an eye 
to proposals to remove these impediments, inc1ud:r.g through 
the drafting of model codes in cooperation with the American 
Legal Institute. 

The necess:ty of document and in3formation classif:cation and 
the impact of such classifica$'& on useful disserznation, as 
well as the methods and information systems by which threat 
and vulnerability informat,$&"&n be shared securely wh:1e 
avording disclosure or ur&cept&le risk of disclosure to 
these who 

secure dissem:zat:on and 
secrets ano 

w enforcement information 
and evldentiary national security 
information, vulnerabillties 
of privately owned infrastm&&s and apparently innccu,ous 
Information that, in the aggregate, It is unwise to disclose. 

The implications of sharing information with foreign entities 
where such sharing is deemed necessary to the security of 
United States infrastructures. 

The potential benefit to securi%y standards of mandatirLg, 
subsidizing, or otherwise ags"lsting in the Frcvis:on ,of 
ins'urance for selected crirical.;infrastructure providers and 
requiring insurance tie-As for?foreign critical 
inrrastr<ct,Jre do buslnocs ~lth :ke Ur.iZed 
States. 
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Public Outreach 

In crder tz fester a climate of enhance5 ?~bll:- sensltlvlty to 
:f.e pp;u,eT zf infrastructure protectlor, r!lc~ f?ll;,::::; Ectlcns 
s .-I a I 1 5, ti:en. 

i _^. . _. L.. 
l The Wh:te House, the National 

Coordinator, 
un$_r;.the overs$t of 

together tiithxhe ,elwant Cabinet agencies shall 
consider a series of conferee : 6 .y .d. (1) that will bring 
together national leaders in he public and Frlvate sectors to 
propose programs to increase the commitment to information 
security; (2) that convoke academic leaders from er.glEeerlng, 
computer science, business and law schools to review the 
status of education in information security and will identify 
char,ges IZ-. the 'curricula and resources -e:ess~r;: ts :eer_ the 
natlcrial dernar.d for professionals in th:s field; (31 on the 
issues arosI;.d computer ethics as these relate to the K through 
12 and general unlverslty pop-uiatlons. 

&+f 
,' g 

l The National Academy of &q?enceg and the National Academy of 
Englneerlng shall cons+der a round table brln?i>c: tcgether 
federal, state and local offlclals with Indusrry ani academic 
leaders ;o de:;elop national strategles for e r. T. a r. c 1 I;. 7 
infrasZrxzzTJre security: __' i 

I.. 
k- cz--- - 

---A 

l The lntelllgence co!nmnm*lmd --~ w:enforcement shall expand 
exlsclng programs for brle$ng E frastructure owners and 
operators and senior goverximent .officials. 

l The Nar-ional Coordinator shall (1) establish a program for 
infrastructure assurance simulations lnvolvlng senior public 
and private officials, the reports of which might be 
distributed as part of an awareness campaign; and (2) ln 
coordlnatlon with the private sector, launch a contlnulng 
national awareness campaign, eyhaslzlng lrrcr,ovlng 
1nfras:rlJcture security. 

Internal Federal Government Actlo& 

1 Aarr.lnlstration, and the Qepartm&ent cf ?efe:-..re sh;all .?ss:st 
-t- . -. _ F :. I 

i. ..- . . 
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federal agencies in the imple&ntation of best practices for 
informat:on assurance within their rndrv:dual agencies. :. L 

l The National Coordinator shall ccord:r.ate a revrex of exlst1r.g 
te,:eral, state and local bcdies Icharged xl:5 :rioraat:cn 
dssl:ra::ce tasks, and pravrde recomnenda::ons cn how these 
1nsZ:tut:ons can cooperate most‘effectivelv. 

l All federal designations regarding 
who may 

l The Intelligence Community shall elevate and formalize the 
priority for enhanced collection and anaiysis of information 
on the foreign cyber/information warfare threat to our 
crlt;cal Infrastructure. 

l The Federal Bureau of Investigation, the Secret Service and 
other appropriate agencies Shari: (1) vigorously recruit 
undergraduate and graduate s&dents with the relevant 
computer-related technica;:%lis for f7Jll-time employment as 
well as for part-time work with:regional computer crime 
sq-ads ; and (2) facilitste khe hir:ng and retention of 
qual:fled personnel$r F.e6hnical anal 
in'volvrng cyber attacks.' I' !- 

1; S i S and i3Vestlg2tl93 

i 6a.L. I .L :- L. - 
l The Department of T$?$~~.@-&a3tio consultation with the 

Department of Defense,--sh&Uun a thorough evaluation 
of the vulnerability of the,-&at.&nal transportation P 
infrastructure that relies %-he Global Positioning System. 
This evaluation shall include sponsoring an independent, 
integrated assessment of risks to civilian users of GPS-based 
systems, with a view to basing decisions on the ultimate 
architecture of the modernized NAS on these evaluations. 

l The Federal Aviation Administra$ron shail develop and 
Implement a comprehensive Natronal Airspace System Secur-ty 
P'ograrr. to protect the moderdzed IWS from -- information-based 
and other disruptions 

. PC‘ i-.-. Skl2.l.i Identify lar-g'e p~~cur&ents asuch as the r,ew Federal 
Telecommunications $te=,c,PTS related to infrastructure 
2sscr2nce, study whethe,r the p process reflects the 
rmpcrtance of inffas:&tur"e p$Jection and propose, if - \ -ae2.- 

procurement process to do 



l CYB shall direct federal ' agencies to include asslgned 
infrastruct.Lre assurance fTJnct:ons wl:hin their ,:oY:ernTlen'- 
Performance and ?esclzs .\ct stratealc plann;na an3 oerfsrrarce 
measurerLent rLa_.LriY rr- -,.. ,crkr. r 

1 
. The NSA, 12 accsrzanse"w:th its 'Kational Maniger 

responsibilities in.,N.SD-42,-sha&L.provide assessments 
encompassing examinations-o$ U-S,: Government systems to 
interception and exploitati~~&seminate threat and 
vulnerability information; establish standards; conduct 
research and development; and conduct issue security product 
evaluations. 

Assisting the Private Sector 

In order to assist the private sector in achie:ling ana 
maintaining lnfrastrcctlure security: 

,;' -: ,l 1 
l The Nationai Coordinator and'the National Infrastructure 

Assurance Council shall proposeb?nd develop ways to encourage 
private industry to perform periodic risk assessments of 
critical processes, including information and 
telecomm-nications systems. F 

i ! t . . .- 

l The Department of CoL&e 
h--. 

rce and the;Department of Defense snail 
work together, in coor.~ina~~~on $i!$the private sector, to 
offer their expertise to private-owners and operators of 
critical infrastructure to &vet&p security-related best 
practice standards. 

l The Department of Justice and Department of the Treasury shall 
sponsor a comprehensive study compiling demographics of 
computer crime, comparing state approaches to computer crime 
and developing ways to deterring and responding to ccmputer 
crime by luveniles. 




