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THE WHITE HOUSE

WASHINGTON
: Ga M. 7
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May 22, 1998
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PRESTCEINTIAL DECISION TIRECTIVE/NWSC-63

MEMORANDUM FOR TEE VICE PRESLDENTF““
THE SECRETARY QF STATE
THE SECRETARY DETHE TREASURY
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THE SECRETARY OF COMMERCE
THE SECRETARY OF HEALTH AND HUMAN SERVICES
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE SECRETARY OF VETERANS AFFRIRS
ADMINISTRATOR, ENVIRONMENTAL PROTECTION AGENCY
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF*CENTRAL INTELLIGENCE
THE DIRECTOR,- DERAL EMERGENCY MANAGEMENT AGENCY
THE ASSISTANT TO THE PRESIDENT FCR
NATICNAL SECURITY.AFFAIRS
TEE ASSISTANT TO THE PRESIDENT FCR
ECONOMIC POLICY § ...
TEE ASSISTANT TO THE*-PRESIDENT ZCR
SCIENCE AND“IECHNOLOGY
THE CHATRMAN, JOINT™CHIEFS OF STAFF

THE DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

THE DIRECTOR, NATIONAL SECURITY AGENCY
SUBJECT: Critical Infrastructure Protection
I. A Growing Potential Vulnerability
The United States possesses both 4Lhe world’s strongest mll_hary

zand 1ts larcest naticnal chnomy. Those two aspeczs c¢f ou
power are mutually re: rrorc11g and dependent. They are also
1ncreasingly reliant upon CEItaln.t*lthal infrastructures and
upcn cvkber-based 1n “5rmation SYSst ems
/A- I!

Critical infrastruchures are these physical and cyber-based
systems essential to the Mirnimum Sperations of the eccnomy and
gcvernment. They include, but are-not limited rto,
tele

. &
eccmmunications, energyL,Danklgg and finance, transpertaticn,
v . s F .
'
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water systems and emergency services, both governmental and
private. Many of the nation’s critical infrastructures have
historzcally been physically and logically separate systerms that

had little interdependence. As a restlt o advances in
:nfornation technelogy and the necessity cf 1rprovec efricilency,
hewevar, these :nfrastructures have Leccre lncﬁeas;ngly
actomata2d and interlinked. These same advances have created new

viuinerabll:ties to egquipment failures, human error, weather and
other natural causes, Yand.physicalf’and cyber attacks.
Addressing these vulnerabllltles 4}11 necessarily regquire
flexible, evolutionary approashesdthat span both the public and

private sectors, and protect both domest:i:c and international
securaity.

Because of our military strength, future ernemies, whether
naticns, groucs or individuals, may seek to harm us 1in non-
traditicnal ways 1ncluding attacks within the United States.
Because our economy 1s increasingly reliant upon interdepencent
and cyber-supported infrastructures, non-traditicnal attacks on
our 1nfrastructure and 1nformat10n‘systems may be capabie cf
significantly harming both ogrﬁn1k§tary power and our eccnomy.

H
~

II. President’s Intent -

. -

It heas leong been the pollcy‘of the Unitec States to assure the
continulty and viabulity of crltlcal Infrasctructures I i1nzend
that the United States will take all | ecessary measures to
swiftly eliminate any‘glgnlflcant inerability to both physical
and cyber attacks on our critical g?%rastrbctures, inclucding

.. )

especlally our cyber systems. éhﬁ“,u

ITI. A National Goal

No later than the year 2000, the United States shall have
achieved an initial operating capability and no later than five
years from today the United States shall have achieved and shall
maintain the ability to protect our nation’s critical
infrastructures fromn lntentlonal.6cts that weuld significantly
dininish the abil:ities of: /5"

yd E

¢ the Federazl Government to perforw essential naticral securit:
m1gs.o0ms and to enSurE'the,genera_ putlrc health znd salety;
PV S
f
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tate and local gﬂvernmen s to mulntaln order and tc deliver
; ssent.alh publlc serv1cesh
r
‘k

\ -~ - v _.7 .
Tl E

3w
| o
]
}
2
-
ry
®

fomen

)
5
)
1y
n]
(]
!
[
o4
-
—
(n
111
2
i




FCR OFTICIAL USE ONLY 3

-

o

® the private sector to ensure the orderly functiaoning cf the
econony and the delivery of essentral telecommunicaticns,
energy, Zfinanc.al and transportation services.

Aly lnterrur ese crit-cal IuneTions
must e brief, ;ALquuer:, manageablse, gecaraphically 1solated
and minirally detrimental to the welfare of the United States

Iv., A Publlc—PrlvatéqPartnershlppzb Reduce Vulnerab:lity

j»
Since the targets of attacks n“Uur critical infrastructure
would likely include both facilities 1in the economy and those in
the government, the elimination of our potent:al vulnerability
requires a closely coordinated effort of both the government and
the private sector. To succeed, this partnership must be
genurne, mutual and cooperative. In seeking %o meet cur
naticnal goal to eliminate the vulnerabilit:ies cf our critical
infrastructure, therefore, we should, £o the extent feasaikle,
seeXx to avoid outcomes that increase government regulaticn or
expand unfunded government manaLes tc the private secter.

Ak

For each of the major sectors of gﬁr economy that are wvulnerable
tc nfrastructure attack, the Federal Government will appoint
frcm a cdesignated Lead Agency a senicr officer cf tha:z agern

the Sector Liaison Official to work with the private sectecr.
Sectcr L:izison Qfficials, after discussions and cecordinat-on
with private sector entities of theix infrastructure sector,
will i1dentify a prlvdteﬂsector cofififerpart (Sector Coordinatcr)
tc represent their sector - £

e A
Py 2

Together these two individuals and the departments and
corporations they represent shall contribute to a sectoral
National Infrastructure Assurance Plan by:

® assessing the vulnerabilities of the sector to cyber or
physical attacks:

/ﬁn
¢ recormending a plan to elimipate sign:f:cant vulnerzbili:ties;
!- 4
;
P A _
® propesing a system for 1dent: ing anrd prevsnting zttempted
major attacks; /; Va i
/f “f. - Ef;
® deveiorlng a p'an,for aiertlwq, containing and rebuiling an
attzck 1n progress and then, 1ri....coo rdination with FEMA as

appropriate, rapidly reconst: tqtlng miniTunr essent.al
capaki1lilities 1n the aftermath Of an attack.
; {
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During the preparaticn of the secteoral plans, the Naiiocnal
Coordinatcr (see seczicn VI), in conjunc:tion with the Lead

Agency Sector Liawson Cfticirals and a represencative from the
Hatlonal Eccremic Ceuncil, shall ensure thexrr cverzll
coordinaticr ard the integration of the var:cusc sectcrel plans,

w_th a parzticular focus on interdependenc:.es.

5
V. Guildelines $~'""””'f' fu

S -

s e

In addressing this potential vulnerablllty and the means of
eliminating 1t, I want those involved to be mindful of the
fcllowing general principles and concerns.

® We shall consult with, and seek input from, the Congress on
apprcaches and programs to meet the object:ives set forth in
this directive.

"

P

¢ The protection of our critical . infrastructures 1s necessar.lv
a2 shared responsibility and-partnership between owners,
operators and the government FUrthermore, the Federal
Government shall encourage 1nternaflonal cccperatien te nelp
manage this increasingly globaltproblem.

-

S i"
¢ Frequent assessments shall be m%?e*of cur criticeal
infrastructures’ exlstlna reliabildt Ly, vulnerabil:ty and
threat environment because,~as Ee ology arnd the nature of
the threats to our ¢ritical.infrastructures will continue to
change rap:dly, so must our: protective measures and responses
be robustly adaptive. )

¢ The i1ncentives that the market provides are the first choice
for addressing the problem of critical infrastructure
protection; regulation will be used only in the face of a
material failure of the market to protect the health, safety
or well-being of the American people. 1In such cases, agenclies
shall identify and assess aL{able alterrat:ves to direct
regulation, i1ncluding prcv*dlnc-economlu incentives to
encourage the desired Delavuor,*or broviding 1nformaticn upon
which choices car be made by the private sector. These
1ncentives, a.ong with ‘otner a_'lons, shall be designed to
help harness the latest geéhnol gies, bring about global
sclutions to internaticnal p*ob ems, and enable private sec
owniers and operators §o ac@&eve!and maintairn ths naximur
feasible seuuthX.i

-
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VI.
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The full authorities, capabilities and resources cof the
governmernt, 1i1ncluding law enforcerent, regulaticn, foreign
inz2illigence and defense preparedness shall be available, as
aprropriate, to ensure that critical infrastructure protectior
15 achleved and wz:ntazined.

P

[y

— N ;. . .
Care nust be taxen Lo respect privacy r.ghts. Consumers and
cperators must have confidence fthat information will be

handled accurately, conf¢dent1ally and rel.egbly.
'( "ﬂf..'.,o‘ -

The Federal Government shall, through 1ts research,
development and procurement, encourage the introduction of
increasingly capable methods of infrastructure protection.

The Federzl Government shall serve as & moce. to the private
sector on how infrastructure assurance :s best achieved and
shall, toc the extent feasible, distribute the resu_ts of 1ts
endeavors. £

We must focus on preventatlve measures as well as threat and
crisis management. To .that end' private sector owners and
operazors should be encouraged o provide naximur feasikle
security for the 1ntrastrUPtures they contrcl and o provice
the gcvernment necessary informaticn tc zssist them in that
task. In order to enéage the ﬁ?lvate sector fully, 1t 1is
preferred that part1c1patlon by oﬁners and operztors 1in a

national infrastructure- protecdrﬁn system be voluntary.
#l

SR
Clcse cooperation and coordination with stete and loca:l
governments and first responders is essential £for a robust and
flexible infrastructure protection program. All critical
infrastructure protection plans and action shall take into
consideration the needs, activities and responsibilities of
state and local governments and first responders.

Structure and Orcanﬁzq?lon/fn

g rederal Government will pe.orian*zed for the purpcses ol
1s endeavor around four componehts ‘elabcrated :n Rnnex A).
f‘f’ ' B
Leac Agencies for Sector’Liaikon: For ezcn infrastructure
sector that couldsbe atargeti for signrZicant cyber or

r
hyszical dttdeﬁ, there .Will be a4 single J.5. Government
2 nt which will 'serve as the lezad agency for lialscn.

tnen
ach Lead Aaencv‘w¢al-de51gnaae one 1individual of Assistant
Nk -
4 ;
! — e
L

—rn

13
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S

Secretary rank or higher to be the Sector Liaison Official
for that area and to cooperate with the private sec
Ccordinators; n eddressing groblens

c
( )
critical 1n
) e

G
rivate sectLOr counterparts
1np¢ement a Vulnerablllty Awareness and Education Program

e

for their sector. .. ... { ﬂwg

el
Lead Agencies for Spec1a1&FUnct10ns. There are, 1in
addition, certain functions related to craitical
infrastructure protection that must be chiefly performed by
the Federal Government (national defense, foreign affairs,
intelligence, law enforcement]. For each of those special
furct-ons, there shall be a Lead Agency which will be
responsible for coordinating all of the activities of the
Ur.ted States Government 1n that area. Each lead agency
w1ll appolnt a senlor officer-of Assistant Secretary rank or
higher to serve as the Functional Coordinatcr for that
function for the Federal Govermment.

L k

Interagency Coordination: -The Sector Liaiscn Cfficials and
Functional Coordinators of the Lezd Agencies, as well as
recresentatives from other relevant departments and
agencles, 1ncluding 1'he National-Economic Counc:l, will mreet
to coordinate the 1mpleme1catlon¢0f this directive under the
auspices of a Cr1t1cai*infrasbructure Coordination Group
(CICG), chaired by the Natlona ‘Coordinator for Secur ty,
Infrastructure Protect:on:sand Counter-Terrorism. The
Naticnal Coordinator will be appointed by me and report to
me through the Assistant to the President for National
Security Affairs, who shall assure appropriate coordination
with the Assistant to the President for Economic Affairs.
Agency representatives to the CICG should be at a senior
policy level (Assistant Secretary or higher). Where
appropriate, the CICG will be assisted by extant policy
structures, sucn as the Security Policy Board, Security
Pclzcy Forum and the National :Secur:ty and
Telecommunications and Information System Secur-ty

Comnittee. e

-

," o
National Infr actructure ﬁssurance Ccunc:l: Orn the
recommendaticn of.sthe he=d Agencies, the Nationai Econom:ic
Council and the Nat 1onaq COurdlnator, T will appoint a panel
oI mwajor ‘nfrastructure prov*ders and state and local
governmen:z officials +to-serve /Aas my National Infrastructure

§

e

b=




-

Assurance Councll. I w:ill.appoint the Chairman. The
National Coordinator will serve as the Council’s Executive
LDirector. The National Infrastructure Assuarance CZouncil

w1.1l meet per:iod:ica..y to enhance the partrership of the

publ:c and private sectors 1n .prcotectlng our critical
infrastructures and will prcvide reports to me as
apprepriate, Senior Federal Government cofficials will
participate in the meetings of the Nat:icnzl Infrast ture

Assurance Council%as appropridte..

AN

VII. Protecting Federal Govegiment Critical Infrastructures

Every department and agency of the Federal Government shall be
responsible for protecting 1ts own critical infrastructure,
especrally 1ts cyber-based systems. Every department and agency
Chief Information Officer (CIQ) shall be resgonsible for
informat-on assurance., Every department and agency shall
appcint a Chief Infrastructure Assurance OfZicer (CIAD) who
shall be responsible for the protéé*lon of all of the other
aspects cf that department’s cr;tlcal infrastructure. The CIC
may be double-hatted as the CIAO at the discretion of the
individual department. These off%:wals shall establish
procedures for obtaining expedleﬁt and valid authorait:es to
allow vulnerzbility assessments td 'ba performed on governmwent
comguter and physical Bvsteﬁs.- The Department of Just:ice shall
establish legal ghldellnes for DrcV1d1ﬁq for such author.ties.

e mdmes -

No later than 180 days £romw&ssua _&‘f this directive, every
department and agency shail® deVelop a plan for protecting 1ts
own critical infrastructure, ncludlng but not limited to 1ts
cyber-based systems. The National Coordinator shall be
responsible for coordinating analyses required by the
departments and agencies of inter-governmental dependencies and
the mitigation of those dependencies. The Craitical
Infrastructure Coordination Group (CICG) shall sponsor an expert
review process for those plans. No later than two years from
today, those plans shall have been, implemented and shall be
updated every Iwc years. In meetinq this schedule, tha Federal
Gevernment shall present a noael Lo the privaze sectcr on hcow
best to protect critical -nfra=tructure.
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within 180 days, the Principals Comnittee should sukr:
ch for complez:on of a National Infrastructure A
Llestones for accomp..shing ths f2llcw

1. Vulnerak:l:ty Analyses: For each sectcr cf the economy and
ezach sector of the governﬁent Ehat might be a target of
infrastructure attack intended to significantly damage the
United States, there shal®sheZan i1nitial vulnerzbility
éssessment, followed by periodic updates. As appropriate,
these assessments shall also include the determination of the
Rinimum essential i1nfrastructure i1n each sector.

2. Renedial Plan: Based upon the vulnerakbil:%ty assessment,
there shall be a recommended remedial plan. The plan shall
identify t:melines for implementaticon, responsib:iiities and
funding. Vs

-ﬁ‘ ) N
3 Warning A national center to warn of significant

™
Ny
D =

1

3 Hy

astructure attacks will be established mmed:iately {see
X A}. As scon thereafter as possible, we Will put in
2 an enhanced system for detectirnc and znzlycing s

wlth maximum pOSSLble particrpat.or. of the pr
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4. Resccnse: We shall develop a Fystem for responding to a
significant infrastructure attack while 1t is underway, WwWlth
the goal of i1solating and/minimizing damage.

5. Reccnstitution: For varying levels of successful
infrastructure attacks, we shall have a system to
recenstitute minimum required capabilities rapadly.

6. Education and Awareness: There shall be Vulnerability
ARwareness and Education Programs within both the government
anc the private sector tc sensitize peccle regarcing the

rcortance of security and:€b§tra*“ h

([)

L . secur.ty

standarcds, particularly regarding cyber systems.
y ¢
7 gz=zrch ancd Development: Fede*ally—spc"sared research anc
ceveloprent in suppert of qurastr cture protection shall ke
coordingted, be subJect to mu1t1—vear ilanning, take 1nto
gccount praivate sector reseGrch ‘and kte adeguately funded to
MiNlmize our vu lqerab iltles on a rap.d but achievabile
tiretablie g DRt £
.
G i

ey
Iy
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8. Intelligence: The Intelligence Community shall cevelop and
implement a plan for enhancing collection zand araljb; ci the
foreign threat to our national infrastructire, ©o incluae Zut
ot e i:mited o the Ioreilgn cyber/inicrmzIlInh warfa:e
tmrea: :

'
L

L& - ——

International Cooperation: There shall be a plan to expand

cooperation on critical infra truc ure prectection with like-
minded and friendly natlons, fnternational organizations and
multinational corporat10ns.ﬂ$ﬁk

e}

10. Legislative and Budgetary Requirements: There shall be an
evaluation of the executive branch’s leglslative authorities
and budgetary pr:iorities regarding criticai i1nfrastructure,
and amel:crative recommendations shall be made to me as

necessary. The evaluations and reccmmendzst>ons, -I any,
shall be coordinated with the Director of OMB.
re
The CICG shall also review and éjhedule the tazskings listeda 12
Annex R. &k
A
-~
&
I¥. Irplementat:zon

K

In add:ition to the 180- day report the Nationzl Cccrdinazer
werking with the National Economi¢ Council, shall provide an
annuel report on the, 1mﬁiementatlon this directive tc me and
the heads of departmentsranduagen ieS, through the Assistant to
the President for NatIonal™ Securl y‘Affalrs. The report shouila
include an updated threat aqsessment, a status report on
achieving the milestones ldentlfled for the Nztional Plan &nd
additional policy, legislative and budgetary recommendations.
The evaluations and recommendations, if any, shall be
cocrdinated with the Director of OMB. In addition, following
the establishment of an 1initial operating capability in the year
2000, the Naticnal Coordinator shall conduct a zero-basecd
review.
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Annex A: Structure and Organlzation
Lead Agencies: Clear accountability within the U.S. Governmenz
Tust gnzted for specific sectors and Ifunct:icns. The
foll: s_3nmentz of responsibility wilill =pply.
Lead Agencres for Sector Liaison: s
Commerce Information and- communications
.',l T{
Lt
Treasury Banking and“*¥finance
EPA Water supply
Transportation Aviation
Highways (including trucking and .ntell:igent
transpcrtation systems)
Mass transit -
Pipel <
pelines &
Rail A e
Waterborne ‘commerce
" P
Justice/FRZ Emergency law enforcement services
——pae . ¥
EMA Emergency fire service
Contipuity of qgovernmenz services
HHS Publrc rhealith zerv1ces, including prevention,
survelllance, aborator] services and
persona heaIEh,serv1cas
Energy Electric power

Lead Agencies

In addit:-on,

Justice/FBI

& ; o
CSTP shall He responsible fer

01l and gas production and storage

for Special Functions:

Law enforcemenggand 1nternal security
11
Foreign 1nte111gence

t:

Forelqnfaffalrs
- k-
) ) b

‘; g P
Natxonal<dé:ense
g PN f

£

»

corcdinating research

and develcpment agendas and programs for the government through

the

11y

Naticnzl

e

[

cience -and ‘Technelogy Ccuncil
and - s

Furthermor while

O

f {

f\._

NLY

=
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Commerce 1s the lead agency for’&nformatlcn and commrunlication,
the Department of Defense will retain 1ts Execut:ve Agent
respcnsibillities feor the National Cormmunicaticns System and
suppcrt of the President’s Naticnel Secur:z; Telec

=2 v Zomirlttes,

b
n
(&
|t

. 1
Py 2
H

Naticnal Coordinator: The Naticral Coord:inazor for Secur.ty,
infrastructure Protection and CounteE—TerrorlSﬂ shall be
responsible for coordinating.the 1mplementatlon of thais
directive. The National Coordlnator will report to me through
the Assistant to the Pre51dentﬁ§3?3Natlona1 Security Affairs.
The Naticnal Coordinator will also participate as a full member
0f Deputies or Praincipals Committee meetings when they meet to
consider infrastructure issues. Although the National
Coordinator will not direct Departments and Agenc:.es, he or she
w1l ensure 1interagency coordinaticn for policy development and
irpiemenctat:ion, and wlll review crisis activitles ccncerning
infr strubuu*e everts with significant fore:.¢r invclvement. The

Natocral Coordinator will provlde ‘advice, 1n the context of the
established annual budget process, !regard-“c agency budgets for
cr-tical infrastructure proteﬂtlon- The Naztional Cocordinator
will chair the Critical InFrastruc%hre Cocrdinat-on Group

{CICG), repcrtirng tc the Depurles somrrittes ‘or, at the call oI
its chair, the P?lnc1ua¢s Commit tee;. The Sectcr Liaison
Officzails and Special Functlon Coordlna:c:s shall attend the
CIGC's meetings. Departments ‘and agenc1e= shnail each appoint to

the CIGC a senior official™ (A551st§EtESecretary ievel or higher;
who wil! regularly attendmmts‘meetmngs The Natzional Security

ki ot 4

Adviscor shall appoint a Benior Director for Infrastructure

fead

Protecz:on on the NSC staff. rued

A Naticnal Plan Coordination (NPC) staff will be contributed on
a non-reimbursable basis by the departments and agencies,
consistent with law. The NPC staff will integrate the various
sector plans into a National Infrastructure Assurance Plan and
coordinate analyses of the U.S. Government’s own dependencies on
critical infrastructures. The NPqﬁstaff will also help
coordirnate a national educaticn and awarerness program, and
legislative and public affairs.t i,

bl »
v -
- d

The DeL_Jse Department shall“contlnue e serve as Zxecut:ive
Aagent for the Commission Iran tlon Cff:ce, wnicn wil. form the
basis of Lhn NPC, during’ the-remarndeL of FY393 Beginning 1in
Y92, the NPC shall be/én folce df the Comnmwerce Departnent. The
Cff:ce of Perscnnel :Mana ment shall prc 1de the necessary
assisTtance In fa:;lltatlng ‘the NPC'5 L ceraticns. The NPC w1ll

LT F,m

TR oUETTIx] ISR ONLY
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terminate at the erd of FY(l, unless extended by Pres:dentlal
directive. -

{D

Warning and Informaticn Centers

As part of a nat-cral wernirg and infcrnaticn sharing syster, o
immediately autherize che FBI to expand -ts current QrcanizZatlon
to a full scale National Infrastructure Protect:on Center

(NIPC). This organization shall serve as a national critical
infrastructure threat assessment, jgwarning, vulnerability, and
law enforcement 1nvestlgatlonwand*response entity. During the
1initial period of six to twelve months, I also direct the
National Coordinator and the Sector Liaison Officials, working
together with the Sector Coordinators, the Special Function
Ccordinators and representatives from the National Economic
Counc:1l, as appropriate, to consult with owners and operators of
the criticzl infrastructures to encourage the creation 0of a

oriv

ocrivate sector sharing and analysls center, as described below.

-—e

National Infrastructure Protection Center (NIPC}: The NIPFC will
include FBI, USSS, and other .Jjnvestigators experienced 1in
computer crimes and 1nfrastructuré protection, as well as
representatives detalled from .the Department of Defense, the
Intell:gence Communlity and Lead Agencles. It will be linked
electronically to the rest ¢f the Federal Gevernment, 1ncluding
other warning and operaticns centers, as well ars any private
sectcer sharing ancé analysis centers. Its mission will 1ncluce
providing timely warnings of rntentlonal threats, comprehensive
analyses and law enforcement anestlgatlon and response.

. g

Co.»..u Py

All executive departments and agencies shall ccooperate with the
NIPC and provide such assistance, information and advice that
the NIPC may request, to the extent permitted by law. All
executive departments shall also share with the NIPC information
about threats and warning of attacks and about actual attacks on
critical government and private sector infrastructures, to the
extent permitted by law. The NIPC wi1ll include elements
reSpcn51ble for warning, analySLS; computer 1nvesticaticen,

cocrdinating emergency respcnse, ftraining, outreach and
development and application of technical tecls. In additicn, 1t
w1ll establish 1ts own relations directly with cothers in the
private sector and with anv inz urmct__n sher.ng and analysis
entity thatl the private secbor nny create, such as the

Information Sharing and Analvs1s Cen*e* descr:ibed below.

a2 t
=
2

The NIPC, in conjunction wi.th the infermation or:ginating
agency, wlll sanitize _law enrorcement and 1ntelligen

i
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information for inclusion 1nto‘ahalyses ard reports that 1t will
provide, 1in appropriate form, "to relevant federal, state and
lccel agencies; the relevant owners and operators of critical
infrastructures; and to any private secter information sharing

and analysis entity, Before disseminating rzticnal secur:ity or
other znlformation that originated "frcm the :intelligence
comrunity, the NIPC will _coordinate fully with the 1intelligence

cormrmunity through exlstlnq procedures. Whether as sanitized or
unsanitized reports, the NIPC wllh?issue attack warnings or
alerts to increases in threat tondition to any private sector
information sharing and analy §Eﬁﬁilty and to the owners and
operators. These warnings may also include guidance regarding
additional protection measures to be taken by owners and
operators. Except 1n extreme emergencies, the NIPC shall
coordinate with the National Coordinator before issuing public
warnings of i1mminent attacks by international terrorists,
foreign states or other malevolent foreign powers.

The NIPC will provide a national focal roint for gathering
information on threats to the inIrastructures. Addaitionally,
the NIPC will provide the pr1n01p§& means cf facilitating and
coordinating the Federal Government’s response to an incident,
mitigating attacks, onvestlgatlng ‘threats and monitoring
reconstitution efforts. fDependlng on the nature and level of a
forexrgn threat/attack, protocols established between special
funct:-con agencies {DOJ/DOD/CIA), and the ul:timate decision cf
the President, the NIPC may be plébed in a direct support role
to either DOD or the Intell.lgegce Funlty

Information Sharing and Analy51s-€enter {ISAC): The National
Coordinator, working with Sector Coordinators, Sector Liaison
Officials and the National Eccncmic Council, shall consult with
owners and operators of the critical infrastructures to strongly
encourage the creation of a private sector information sharing
and analysis center. The actual design and functions of the
center and its relation to the NIPC will be determined by the
private sector, in consultation with and with assistance from
the Federal Government. Within %Hﬁ davs of this directive, the
Naticna: Cocrdinatcr, with the assistance of the CICG including
the National Economic Counc11, shill identify poss:ble methods

of orov1d1ng federal a551stance to facilitate the startup of an
ISA f

r -

h a center could snrve aé the echanism for gathering,
lyzing, apprcopriatel y,san tlzlng and disserinating private
tor information to Doih—industfy‘and the NIEBEC. The center
cou.d alsc gather, analyz ,and disseminate infcrmation from the
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NIPC for further distribution to the private sector. While
crucial to a successful govermment-industry partnershilp, th:is
mechanism for shar:ng importart znformaticn about
viulnerab:lit:es, threats, intrus:ons and anoma_les s NoT tc
interfere with direct wnformaticn exchanges cetween corpanles
and the government. '

As ultimately designed by private sector representatives, the
i5AC may emulate particular ‘aspects of such institutions as the
Centers for Disease Control and Pneventlon that have proved
highly effective, partlcularlyaifdm xtensive interchanges with
the private and non-federal sectors. Under such a model, the
ISAC would possess a large degree of technical focus and
expertise and non-regulatory and non-law enforcement missions.
It would establish baseline statistics and patterns on the
varicus 1nfrastructures, become a clearinghcuse for information
within and among the various sectors, and provide a library for
historical data to be used be the private sector and, as deemed
approprrate by the ISAC, by the government. Critical to the
success of such an institution would be i1ts timeliness,
accessibil:ty, coordination, flexibility, utility and
acceptabilzty. o <
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Annex B: Additional Taskings

q -
1

Studies

LT

The Naticnal Ceccrdinater shall commission studies cn the
fellowing subjecrts: |, “ L

[*S ~. -

N e
e Liability 1ssues ar¥sing from part1c1patlon by private sector
companies 1in the 1nformat105"sharlng process.
f 7R

e Existing legal impediments to information sharing, with an eye
to proposals to remove these impediments, including through
the drafting of model codes in cooperation with the American
Legal Institute.

® The necess:ty of docurent and information classif:ication and
the impact of such ciassification on useful dissem:nation, as
well as the methods and 1nformaglon systems by wklcn threat
and vulnerability 1nfornat;on cgn be shared securely wh:le

avoiding disclosure ar unaccepthble risk of disclosure to

thcse who will misuse 1t.
L4 -

. B

s g -."(‘h E}J

¢ The i1mproved protection;‘includ;ng_secure dissem.rnation and
information handling §yspeﬂs, oEﬂindustry trade secrets ana
other confidential business data, Ww enforcement 1nformation
and evidentiary materlalhzglass Yed national security
information, unclassified Q&tenxal disclosing vulnerabilities
of privately owned 1nfrastructures and apparently 1nnccucus
information that, 1n the aggregate, 1t 1s unwlse to disclose.

-
o~

o

¢ The implications of sharing information with foreign entities
where such sharing is deemed necessary to the security of
United States infrastructures.

¢ The potential benefit to securi@y standards of mandating,
subsidizing, cor otherwise assisting :n the prPJlSLGD of
insurance for selected crltlcal lnfrastructhre providers and

requiring insurance tie-:fis fot*forelan critical
infrasctructure providers hnplnq “¢ do bus:iness w~1th the United
States. j‘
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Public Outreach Rd

In crder to foster a climate of enhanced public sensitivity to
the probier of infrastructure p*oteﬂt or,, tThe f£-ll<cw:nz acticnrs
snall be taven

LS
.

LS. -

The Wh:te House, under the overs;ght of the Natfiocnal
Coordinator, together“ﬁith he elevant Cabinet agencies shall
consider a series of confereneges: (1) that will braing
together national leaders fﬂm%he public and private sectors to
propose programs to 1ncrease the commitment to information
secur:ty; (2) that convoke academic leaders from engineering,
computer science, business and law schoocls to review the
status of education in information secur-ty and will i1cdentify
changes 1rn the curricula and resources necesszry tc weet the
nat:cnzal demand for professionzls in th:s Z:1 ; 13Y on the
1ssues around computer ethics as these relzte to the X through
12 and generzl university poppietlons.

I
By
® The Natiocnal Academy of Sc;ences and the National Academy of
Engineering shall conSLder a round table br 1ngin¢ tcgether

federal, state and local off1c1alc with industry and academic
leaders tc develcp natlonal strategles for enhencoinc
infrastroccure security. | U° -

v S . L

R,

¢ The 1intelligence community-and daw-enforcement Shc__ expand
existing programs for briefing nfrastructure owners and
operators and senior government officials.

® The National Coordinator shall (1) establish a program for
infrastructure assurance simulations i1nvolving senior public
and private officials, the reports of which might be
distributed as part of an awareness campaign; and (2) 1n
coordination with the private sector, launch a continuing
national awareness campaign, emphaslizing irproving
infrasctructure security. /;.

Ak
Internal Federal Governmenthct;ons

Ir crcder for the ~ederal#Government L0 1mprove 17
infrastructure sec urley, these lmmedlabe steps shzall ke taken:
/ f E: : IL;'
£ -
¢ The Department ﬂf Comﬁerce, the- Ceneral Services
Administration, and the Departqept ct Defencse shall zssist
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.E
federal agencies 1in the lmolementatLGP of best practices for
lnformat:ion assurance wlthln thelr individual.l agencles.

epe-

-

® The Nationzl Coordinator shall coordirare z review of existirn
feZeral, state and local kedies!charced with -nformat-cn
assurance tasks, and provide recommerdations cn how these
institutzons can cooperate most ‘effectively.

N e
¢ All federal agencies shall E@kejclear designations regarding
who may authorize access tofitheir computer systems.

® The Intelligence Community shall elevate and formalize the
pricrity for enhanced collection and analysis of information
on the foreign cyber/information warfare threat to our
critical infrastructure.

¢ The Federal Bureau cof Investigation, the Secret Service and
other appropriate agencies shali. (1) vigorously recru:t
uncergraduate and graduate srudents with the relevant
corputer-related technlcal'skllls for full~-time employment as
well as for part-time work w1th;realonal computer crime
squads; and (2) fac1llta+e the hiring and retention of
aqua’:fied personnel for tEChnlual analvsis and investigation
invelving cyber attac?s. : E

T AR

¢ The Department of I{an§pogggtloghﬂin consultation with the
Derartment of Defense,*sshal]s undertake a thorough evaluation
of the wvulnerability of thegiatlonal transportation
infrastructure that relies #n“the Global Positicning System.
This evaluation shall include sponsoring an independent,
integrated assessment of risks to civilian users of GPS-based
systems, with a view to basing decisions on the ultimate
architecture of the modernized NAS on these evaluations.

¢ The Federal Aviation Administraglon shall develop and
implement a comprehensive Natilpnal Airspace System Security
Program to protect the modernizgd NARS from infocrmation-based
and other disruptions and ﬁttaCEE.

-

® GE2 shall identify la*ge pracurkments (such as the new Federal
Telecommunications q_{stem,"FTS DDU| related to 1nfrastructure
assurance, study whefher the p bcurement process reflects the
irpcrtance of 1nfra5 ructure prg;ec ion and propose, 1if
necessary, rev1=lonq fo the overa’l procurerent process to do

sc. S, T T F"
AR L e aamar -
ik
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®¢ CMB shall direct federal agenc es toc include asszgned
infrastructur s

e assurance functions within therr G“"e nnent
Performance and Results Act strategic planning and perforrarce
measurenent franswork. ¢

e The NSA, 1n accordance w:th its National Manager
responsibilities 1n. NSD—42, shall. provide assessments
encompassing examinations” of U. S. Government systems to
interception and exp101tatlep4wé%§5emlnate threat and
vulnerability information; establish standards:; conduct
research and development; and conduct i1issue security product
evaluations.

Assisting the Private Sector

In order to assist the private sector in achieving ana
maintaining i1nfrastructure security:
&
7t
',r'

® The National Coordinator and the National Infrastructure
Assurance Council shall propose%and develop ways to encourage
private industry to perform periodic risk assessments of

critical processes, :ncluding information and
teleccnmunications systems. f
- : B
<. LT
®¢ The Department of Commerce and the: Department of Defense shall
work together, 1in coordination #ifh; the private sector, to

offer their expertise to prlvate owners and operators of
critical infrastructure to &evelop security-related best
practice standards.

®¢ The Department of Justice and Department of the Treasury shall
sponsor a ccmprehensive study compiling demographics of
computer crime, comparing state approaches to computer crime
and developing wavs to deterring and responding to ccmputer
crime by juveniles.

try






